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DETAILED ACTION 

Response to Restriction Requirement 

1 . Applicant's response to the restriction requirement filed on June 16, 2003 has 
been entered and made of record. Applicant's election without traverse of species A, claims 1-7, 
10, 14-19, 23, 27, and 28 in Paper No. 8 is acknowledged. Claims 8-9, 1 1-13, 20-22, 24-26, 29- 
34 are withdrawn from further consideration by the examiner, 37 CFR 1.142(b), as being drawn 
to a non-elected invention. 

Drawings 

2. Figures 1 and 2 should be designated by a legend such as -Prior Art— because only that 
which is old is illustrated. See MPEP § 608.02(g). A proposed drawing correction or corrected 
drawings are required in reply to the Office action to avoid abandonment of the application. The 
objection to the drawings will not be held in abeyance. 

Claim Rejections - 35 USC § 112 
The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 



3. Claims 1-5, 14-18, 27, and 28 are rejected under 35 U.S.C. 1 12, second paragraph, as 
being indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. 
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Claim 1 is considered indefinite because of ambiguous claim language. More 
specifically, the applicant claims the step of encrypting either the identification information or 
the additional information in lines 12-14, However, in lines 15-16, the applicant further claims 
the step of combining encrypted additional information and (unencrypted) identification 
information. The Examiner notes that there appears to be some ambiguity in regards to which 
information (identification or additional) can be encrypted. For example, if the identification 
information is encrypted and the additional information is not encrypted, there would be no 
antecedent basis for combining the encrypted additional information and the (unencrypted) 
identification information. Similar rejections are applicable to claims 14 and 27. 

Referring to claim 5, the phrase "every time the identification information is added and 
the identification information is added to the collation information" in lines 6-9 renders the claim 
indefinite. There appears to be grammatical/typographical errors resulting in confusing claim 
language. Furthermore, the phrase "the identification information is added to the collation 
information" in lines 7-9 lacks antecedent basis. Similar rejection is applicable to claim 18. 

Claims not mentioned specifically depend on indefinite antecedent claims. 



Claim Rejections - 35 USC § 102 
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(a) the invention was known or used by others in this country, or patented or described in a printed publication in this 
or a foreign country, before the invention thereof by the applicant for a patent. 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of appUcation for patent in the United States. 
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4. Claims 1-2, 14-15, and 27 are rejected under 35 U.S.C. 102(a) as being anticipated by 
Dulude et al., PCT Publication WO 98/50875 ("Dulude"). 

Referring to claim 1, Dulude discloses an authentication device using anatomical 
information comprising: 

a. an anatomical information obtaining unit (44) obtaining anatomical information 
(page 9, line 33 to page 10, line 2) 

b. an identification information generating unit (48) generating identification 
information specifying the anatomical information [page 10, lines 2-10. Dulude explains that the 
identification information (ID data) specifies the anatomical information with its user] 

c. an additional information generating unit (52) generating additional information 
(hash value) verifying the identification information (page 10 , lines 17-28, and figure 4) 

d. a collation information generating unit encrypting the anatomical information 
(page 10, lines 1 1-16) and the additional information (page 10, lines 29-34), and generating 
collation information by combining encrypted anatomical information, encrypted additional 
information, and the identification information (page 10, line 35 to page 11, line 6). 

Referring to claim 2, Dulude forther discloses that the additional information (hash value) 
and anatomical information are encrypted (page 10, lines 11-16 and lines 29-34). 
Referring to claims 14 and 27, see the rejection of at least claim 1 above. 
Referring to claim 15, see the rejection of at least claim 2 above. 



5. Claim 7 is rejected under 35 U.S.C. 102(b) as being anticipated by Pare, Jr et al, U.S. 
Patent No. 5,764,789 ("Pare")- 
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Referring to claim 7, Pare discloses an authentication device using anatomical 
information, comprising: 

a. an anatomical information generating unit (12) generating anatomical information 
based on a collected image (col. 8, lines 16-31 and figure 3) 

b. an identification information generating unit generating identification information 
(Hardware ID) which comprises information for specifying the anatomical information 
generating unit (col. 9, lines 24-29) 

c. a collation information generating unit generating collation information by 
combining anatomical information (biometric) and the identification information (Hardware ED) 
[figure 4]. 



Claim Rejections - 35 USC §103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 



6, Claims 3, 6, 10, 16, 19, 23, 28 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Dulude et al, PCT Publication WO 98/50875 ("Dulude"), further in view of the applicant's 
admitted prior art ("Admission"). 

Referring to claim 3, Dulude fails to disclose that a collection time of anatomical 
information is used as the identification information. However, using the collection time of 
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anatomical information as identification information was exceedingly well known in the art. For 
example, in lines 10-16 on page 2 of the applicant's specification. Admission states that 
conventional authentication systems used time information as identification information; wherein 
the time information specifies when the anatomical information has been obtained. 

Dulude and Admission are both concerned with authentication systems utilizing 
anatomical information. Admission explains that time information was commonly used as 
identification information for improving the security of the system, thereby enhancing the 
authentication process (Admission, page 4). Therefore, it would have been obvious to modify 
the identification information of Dulude so that it includes a collection time of anatomical 
information, as taught by Admission, in order to provide a secure authentication device. 

Referring to claim 6, Dulude discloses an authentication device using anatomical 
information comprising: 

a. an anatomical information generating unit (44) generating anatomical information 
based on a collected image (page 9, line 33 to page 10, line 2) 

b. a collation information generating unit generating collation information by 
combining the anatomical information and identification information, wherein the identification 
information specifies the anatomical information (page 10, line 35 to page 11, line 6). 

Dulude fails to teach a counting unit for counting a counter value of the collection time of 
anatomical information. However, counting units (clocks) were exceedingly well known in the 
art. For example, in lines 5-6 on page 3, and figure 1 of the applicant's specification. Admission 
states that conventional authentication systems included a counting unit (13) built into the 
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anatomical information generating unit (terminal device 1) for counting a counter value of the 
collection time of anatomical information. 

Dulude and Admission are both concerned with authentication systems utilizing 
anatomical information. Admission explains that time information was commonly used as 
identification information for improving the security of the system by enhancing the 
authentication process (Admission, page 4). Therefore, it would have been obvious to modify 
the anatomical information generating unit of Dulude so that it includes a counting unit for 
counting a counter value of the collection time of anatomical information, as taught by 
Admission, in order to provide a secure authentication device. 

Referring to claim 10, Dulude further discloses that the anatomical information and 
identification information are encrypted (page 10, lines 11-16). 

Referring to claim 16, see the rejection of at least claim 3 above. 

Referring to claim 19 and 28, see the rejection of at least claim 6 above. 

Referring to claim 23, see the rejection of at least claim 10 above. 



7. Claims 4-5 and 17-18 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Dulude et al, PCT Publication WO 98/50875 ("Dulude"), further in view of the Larsson, PCX 
Publication WO 99/00720 ("Larsson"). 

Referring to claim 4, Dulude explains that the anatomical information can be 
communicated through a telecommunication network (page 1 1, lines 6-8). However, Dulude 
fails to teach that a new piece of identification information is added to the anatomical 
information every time the anatomical information passes through a different device. 
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Larsson teaches a system wherein authentication data is communicated through a number 
of different relay devices in a telecommunication network (page 9, Hnes 29-3 1 and figure 3). 
Larsson explains that a new piece of identification information is added to the data each time the 
data passes through a different relay device, in order to provide a secure communication (page 
10, lines 2-6). 

Dulude and Larsson are both concerned with authentication devices in a 
telecommunication network. Larsson provides a network for secure communication of 
authentication data which prevents unauthorized access, and provides the ability to detect and 
track down unauthorized users (Larsson, page 6, lines 4-11). Therefore, it would have been 
obvious to modify the system of Dulude so that a new piece of identification information is 
added to the anatomical information every time the anatomical information passes through a 
different device, as taught by Larsson, in order to enhance the authentication process by 
communicating the information in a secure manner. 

Referring to claim 5, Dulude explains that the additional information is generated based 
on the identification information (page 10, lines 17-21). However, Dulude fails to explicitly 
state that a new piece of additional information is generated every time the (new) identification 
information is added. 

The Examiner notes that it would have been obvious to generate a new piece of 
additional information every time a new piece of identification information is added. For 
example, if any new identification information is added to the anatomical information, the 
additional information would not be able to verify the newly added identification information, 
because the additional information was generated based on only the original identification 
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information (prior ,o .he new idenfficadon information being added). Therefore, i, „o„,d have 
been obvious ,o n-odi^, .he sy.e. of DuMe, ,o generate a new piece of additional infornrarion 
eve^ time a new piece of identification i„fon„a«on is added, in order to provide the capability 
of uti,i^ing the additiona. infonnation to verity M the original idenrification information, and 
any new added identification information. 

Referring to claim 17, see the rejection of at least claim 4 above. 

Referring to claim 18, see the rejection of at least claim 5 above. 

Conclusion 

The prior art made of record and not relied upon is considered pertinem to appUcanfs 

disclosure. 

Glass US. Paten, No. 6,553,494 discloses an authentication device wherein the 
anatomical information can be combined with time information or device identification 

information. 



Any inquiry concerning this communication or earlier commumcations from the 
examiner should be directed to Chiles Kim whose telephone number is 703-306-4038 The 

Fridays 9.30am to 6:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
^pemsor, Amelia Au can be re^hed on 703-308-6604. The fax phone numbers for the 
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organization where this application or proceeding is assigned are 703-872-9314 for regular 
communications and 703-872-9314 for After Final communications. 

Any inquiry of a general nature or relating to the status of this application or proceeding 
should be directed to the receptionist whose telephone number is 703-306-0377. 

<z^ - 

ck 

June 27, 2003 




Primary Examiner 



